
Keeping our 
Children Safe Online





Phishing is a scam 
where people are 
tricked into giving 
personal details about 
themselves or installing 
invasive malware

A drive-by download is 
where malicious code is 
downloaded on to 
devices that leave you 
open to cyber attack. 



Digital Footprint

The internet does not have a "Delete" key. 

Things that happen online, stay online. Forever. 

Anything your child puts online is nearly impossible to 
remove later. 

It is hard for young people in particular to consider how a 
picture or Whatsapp message could cause problems ten 
years down the road when they interview for a new job. 

Explain to your children that their style and opinions are 
guaranteed to change as they grow older. 

With no "Take-Back" or "Delete" buttons. How they wish to 
present themselves online and IRL (in real life) will likely 
change as they age—but internet posts are forever.







Screen Addiction 

52% of children aged 3-4 go online for nearly 9 hours a 
week

82% of children aged 5 -7 go online for nearly 9.5 hours a 
week

93% of children aged 8 - 11 go online for nearly 13.5 hours 
a week

99% of children aged 12 - 15 go online for nearly 20.5 
hours a week 



Screen Addiction 

Health and wellbeing

Loss of interest in other things

7 out of 10 children said they had missed 
out on sleep because of their online habits 
and 60% said they had neglected school 
work 

Apps - psychological tricks e.g. ‘streaks’ 
on Snapchat. If you don’t respond you lose 
the streak



Screen Addiction - The Signs

- They cannot control their screen time
- They think/talk about being online all the time
- They are deceptive about it 
- A screen is their mood booster 
- Their mood is altered:

- Irritability

- Changes in mood

- Sleeping difficulties

- Headaches

- Depression and anxiety



Screen Addiction 

The Royal College of Paediatrics and Child Health have developed four key 
questions for families to use as a guide to look at their screen time:

● Is screen time in your household controlled?

● Does screen use interfere with what your family want to do?

● Does screen use interfere with sleep?

● Are you able to control snacking during screen time?

They suggest that: if a family can ask themselves (or be asked by others) 
these questions, and are satisfied with the answers, then they can be 
reassured that they are likely to be doing as well as they can with this tricky 
issue.



How can you support your child?

- Limit Screen time (agree this with your child)
- Less time means less exposure

- Encourage alternative activities 
- Lead by example
- Mobile-free meal times
- No devices in bedrooms 
- Monitor websites and games 



Group Chats 
Group chats are a very popular way for our young people to communicate online.

The groups allow for children to send messages, images and videos to everyone in one place.

Risks:

Bullying - unkind comments or images 

Exclusion and isolation - removing children from groups 

Inappropriate content - your child has no way of stopping messages if they are in the group

Sharing group content - what your child says/does/shares may be shared further

Unknown members - in larger groups there may be people your children do not know

Sharing locations

Scams and sharing fake news 

Notifications - there can be a lot!



How you can support your child 

Monitor the conversations your child is having (watch out for names you do not 
recognise and any deleted messages)

Encourage your child to think carefully about how they should communicate 
with others

Practise safe sharing - remind them that once something is shared they lose 
ownership of it

Give support, not judgement

Block, report and leave

Silence notifications

SPEAK TO US!





7 questions to help you start a conversation with 
your child about online safety 

- Which apps/games are you using at the moment?
- Which websites do you enjoy using and why?
- How does this app/game work? Can I play?
- Do you have any online friends?
- Do you know where to go for help?
- DO you know what your personal information is?
- Do you know your limits?



Setting Gaming Boundaries 
Promote safer game choices

Encourage regular breaks

Discuss age ratings

Talk about emotions

Be prepared for trolls 

Open communication

No headphones 

Play in a communal area of the house



https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/roblox/ 

How do I know if online games are 
safe?

https://www.nspcc.org.uk/keeping-children-safe/online-safety/online-safety-blog/roblox/






Websites to help 

You can find out more about how children use social media, the apps they use, the risks they face, how to use privacy settings, and 
advice and tips about how to talk to your children at:

● www.childnet.com/sns 
● www.internetmatters.org 
● www.nspcc.org.uk/onlinesafety 
● https://www.childnet.com/help-and-advice/parents-and-carers/ 
● www.parentzone.org.uk 
● www.parentzone.org.uk](www.parentzone.org.uk) 
● www.askaboutgames.com 
● https://www.thinkuknow.co.uk/ 
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